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INTRODUCTION

1.1 OVERVIEW

1.1.1 Background

The citizens, the business community, agaountg bxpecte mpl o
advancing technology to support them in the accomplishment of their daily tasks and in

their interactions with the County . Prince Georges County Government, in order to serve

its constituents to the fullest extent possible, must examine how technology can best

support the functions of the government. In addition the Executive Branch and i ts
agencies, the Legislative Branch, the Judicial Branch, and other County Government

entities must meet the e  xpectations of those constituencies. This must be done within an

environment that requires adaptability.

The growth in demand for services, along with the changing needs in a dynamic County
calls for leadership, expertise, and innovation. Heightened expectations from the County 6 s
constituents, the needs of a growing business community that interact s and conduct s
business with the  County , and limits on  County resources drive a need for improved
govern ment efficiency and improved citizen access to government information and
services. The continuing  exploitation  of technology is a major tool as the County

Government responds to the needs of its constituents and the business community.

It is essential that the County continuously examin e and re -evaluat e the Technology
Strategy Plan for the  County as well as the structure of Information Technology (IT) and its
mission.  The strategic priorities also need re -examining as new or changed priorities may
need to be identified.

This plan, then, serves as a n outline for moving forward with new IT initiatives, IT
improvements , and enhancements as well as summarizing the underl ying structure for
supporting technology in the County . Additionally, it will outline direction in regards to the
various strategic initiatives identified that support the mission of the Agencies and Branches

of Prince Couty rGpwrdnsent.

-OITC l
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1.1.2 Purpose

The Technology Strategy Plan summarizes major areas requiring efficient and effective
technology solutions , identifies strategic initiatives, and addresses governance of IT.

Typically, in moving from avisionto an action plan, a limited number of strategic initiatives

are identifie d for the organization that ties closely to the strategic goals. They represent a
consolidation of ideas and initiatives into brief phrases that identify high -level areas 0 n
which t he organization will focus.

Prince George 6 €ounty has identified five (5) strategic initiati ves.
They are:
e E-Business

e Enterprise IT Management
e Business _ Continuity

e Customer _ Relations

e Enterprise  Architecture

While these are conceptual in nature, further refinement of these strategic level initiatives
identifies various subordinate elements. Detail is then developed that moves from the
conceptual t owards actionable initiatives and projects.

1.1.3 Applicability

The Technology Strategy Plan will summarize the underlying structure for supporting

technology in the County and serves as a blueprint for moving forward with new IT
initiatives . Additionally, it will provide direction in regards to the various strategic
initiatives identified that support the mission of the Agencies and Branches of Prince

Ge or g@obrgy Government. This Technology Strategy Plan is a scheduled update of the
existing plan

Prince G eCounty ei® 8 dynamic County that is moving forward in many areas.
Supporting this progress through technology requires a close alignment with business
strategies and the efforts of the various entities in the County to serve the needs of the
citizens. While part of the effort in developing a technology strategy plan has necessarily

dealt with organization and governance ; a comprehensive picture of the technology needs

of the County over the next several years has been develop ed, along with a plan to address
those needs.

-OITC l
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1.1.4 Disclaimer

The Technology Strategy Plan, as with any attempt to capture the state of t echnology and
chart a direction, is a point -in-time document that can only reflect the facts and projections

at the time of its development. In this plan, every effort has been made to define the

strategic initiatives in terms that are specific enough (i.e., E -business, Enterprise

Archi tecture) to define direction, yet generic enough to allow for needed tactical flexibility

in addressing these initiatives. Strategic planning does not occur in 18 month intervals but

rather is a continuous process that must consider changes that may occur prior to the next
published update of the Technology Strategy Plan. This document then, sets out the
technology strategy fCounty By of theadate obits publigatioh s & looking out
3to5years & and anticipating a time frame of 18 to 36 month s. However, a focus on
evaluating needs and formulating strategy continues.

-OITC l
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1.2 STRATEGIC PLAN PROCESS

This is an update of the existing plan . Developing this plan  was pursued by both evaluating
the current state of IT in the County and canvassing the agencies and branches for
initiatives r elated to the strategic plan. From this base or strategic foundation, a direction
or vision could be developed that reflected how to serve the technology needs discovered.

With a vision in place, a framework of goals could be determined under which initiatives
can be reviewed, consolidated where appropriate, identified as to strategic relevance, and

slotted into a timeframe considered achievable.

The project team used interviews, surveys, manageme nt workshops, and SWOT
(Strengths, Weaknesses, Opportunities, and Threats ) analysis techniques to: develop major
themes , identify issues and opportunities, develop planning goals, and identify  critical

success factors.

Major Themes:
e Enterprise IT Management (Governance) is a central opportunity

e Customer Relations (  IT/Business alignment , Citizen interaction,  service , and
support)

e Enterprise Architecture  (direction, integration , technology renewal )

Planning Goals:

¢ Identify and understand an IT Governance model including demand management,
the decision -making process , and oversight

¢ Clarify architectural direction

e Move forward with  Enterprise System Replacement

Issues/Opportunities:

e Improved relationship of Agencies/functions and  the Office of Information
Technology & Communications (OITC )

e Core systems replacement
e Will we be Mainframe -based, Server -based or continue as a combination?

o Effective structure that supports getting the right projects done right

Critical Success Factors:
e Support of, and visibility to, Executive Management

e Metrics and Measurement

OITC l
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The next focus is to develo p a strategic foundation from which to plan. The purpose of
building such a foundation is to align our IT strategy with the Dbusiness strategies of the
County , its Agencies and Branches of government. This foundation has been bu ilt by
analyzing the business needs an d initiatives of the budget entities in the County .

Using information obtained from interviews and surveys, and proceeding from a strategic

found ation, a vision  has been developed. In addition, an operating model has been
developed that reflects an approach to technology governance from the perspective of
enterprise IT management. Under this approach, there are five major areas of focus:

Five M ajor Focus Areas for Operating Model

Evolve IT Strategy (provide current IT vision, direction, and an adaptive
framework for execution and control)

Evolve IT Capabilities (proactively develop the capabilities to implement the
strategy)

Deliver IT  Solutions (build, test, integrate, implement, and adapt IT solutions)
Operate & Sustain IT Solutions (run and support systems and infrastructure)

Control & Manage IT Operations (control execution of the overall IT management
process)

1.2.1 Methodology

The agencies and branches  of government were asked for their initiativ es over the next 18
months to three years. These initiatives were examined collectively to determine the likely

implications for IT ( e.g., what type of enabling technology or capability is explicitly called
for or likely to be useful?). The initiatives were then considered against IT capabilites  in
the areas of Infrastructure, Systems Development and Maintenance, and Enterprise IT
Administration . Appendix 2 contains the list o f enabling technologies that were developed.

The enabling technologies  required to address the initiatives are consider ed strategically
important. Those  capabilities are consistent with our last s trategic plan.

OITC l
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1.2.2 Discussion of IT Implications
The enabling technologies identified as strategic give us a base from which to determine:
e Avision for OITC and technology support
e An enterprise level operating model
e An architectural direction
e What type of applications and solutions delivery approaches are necessary

Web/Portal based applications and database usage were identified as areas of technology

that will enable a number of initiatives to move forward. This was true not only in
Applications Development & Integration, but also in Operations and Maintenance. As the
emphasis on E-Business continues, this was not unexpected. Under the general heading of
Infrastructure, Network Services support was also heavily suggested, in the areas of

Network (maintaining and improving the infrastructure), Computer (software, v irus
protection ) and Technical support.

All of the other areas that fell into the strategically important category were in the general

area of Enterprise IT Administration beginning with Business Analysis. There were a

number of other areas under the gene ral heading of Program and Project Management tha t
showed as strategic as well. These included: Project Management, Program Management,
Solution Delivery processes, and Customer Relationship Management. Strategic
importance was also noted for Network and Computer Security. Under the Enterprise IT
Architecture area, Applications Arch itecture, Data Architecture, and Interoperability
Architecture showed as strategic.

What does all of this mean? As one progresses through this document, the mapping of the
initiatives to the enabling technology areas forms the strategic foundation for t he rest of
the plan. Having identified a number of initiatives that call for business analysis for

instance, mechanisms have been identified in structure and policy that will help technology

customers as well as providers to more clearly identify the busi ness case, determine needs,
and understand  the costs involved.

Any such plan would be incomplete if it did not consider as part of the process the need to
continue planning. This will both develop greater detail in support of identified initiatives

and allow for the County to continually refine and maintain an accurate and relevant
strategic plan.

-OITC l
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1.3 VISION

1.3.1 Technology

Mission Statement:

The Office of Information Technology and Communications is dedicated to
aligning technology efforts
provide leadership, expertise, and resources in the development and deployment

of innovative technol
government information and services.

to support the business goals of the

County OITC will

ogies to improve government efficiency and citizen access to

# IT Guiding Principle

1.3.2 Strategic Goals

1.  Align technology efforts with business goals to provide support services
to County government agencies and branches.

2.  Deploy technologies to

County entities that will enhance government

efficiency and improve performance.
3.  Enable and enhance citizen access to government information and

services.

1.3.3 Guiding Principles:

Rationale

available (by default) f or
userso6 utilizati
activities.

1 Provide convenient, e Given the appropriate information technology and adequate
efficient , and effective support, users will apply technology to improve the
| nformation Technology effectiveness of the business processes that they carry out.
that achieves business . . . .

. . Effective use of information technology requires adequate
objectives and improves o L )
L training and support. These are essential if information
end user productivity. : : -
technology is to aid productivity

2 Manage Information Using qualitative and quantitative benefits measurement
Technology as an increases awareness of the value provided through IT
Investment. services .

Measuring actual benefits will help determine a basis for
future IT investment.

3 Balance consideration of Packages offer the benefits of ready -made functionality and
the value of Commercial - flexibility, often in a shortertimethane  quivalentin -house
off -the - Shelf (COTS) developments; however cost, customization, and Return on
packages vs. custom Investment ( ROI) may favor in -house development.
software development in
the selection of software
solutions

4 IT strategy should be clear, Measuring performance provides means to continuously
brief and should include identify and improve areas and support evolution of the IT
performance measures. organization.

5 Data should be maximally The benefits and value of wide access to corporate data is

considered worth the increased security risks that come with
such access.

Final 03/12/2010
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# IT Guiding Principle

Rationale

6 Open communication will e Smooth and free communication within IT or with the
be conducted within IT and business users reduces misunderstanding and minimizes
with users. Users will be impact on service levels.
gngaged whgn COTSILIENITG e To minimize misunderstanding, emphasize the role within IT
implementation of change. . o
that deals in communication to promote teamwork and
productivit y improvement.
7 Approach IT undertakings e Shared ownership of IT implementations creates a
as a partnership of central partnership between OITC and the budget entities, which in
IT management and the turn will promote collaboration and synergy.
budget entities providing
for a combination of
centralized and distributed
implementation.
8 Data should be integrated ¢ Information is one of the most important enterprise
at the enterprise level and resources; hence, it should be managed accordingly.
managed as  an enterprise e The user of data has a vested interest in its timeliness,
asset. : . . )
accuracy, and integrity, and is therefore the logical owner of
that data.

e While applications a nd the business processes they support
may change, data tends to be stable. Also, data often needs
to be shared between applications. It is therefore sensible
to make the data independent of any one application.

e Users of data are the best judges of i ts value, and are
therefore best able to define the appropriate level of security
to data. With this in mind, a central information security
function is needed to efficiently manage collective
information security risks and provide independent
validation and audit of system - or process -level
requirements and their satisfaction.

9 Implement contemporary, e Exploits commonalities across organizational boundaries
Sk [reE, TEEmebyEs ¢ Provides balance between both business benefits and costs.
10 | Build IT architecture that e The need for information technology to meet the rapidly

is capable of
accommodating open
information technology.

changing needs of the business means that Prince Georges
County should adopt the technology architecture that affords
it maximum flexibility. This means open systems
architectures rather than proprietary architectures

vendors will also adhere to this open architecture, so our
adoption will improve interoper ability and reduce risk of
dependence on a single vendor or product.

e Standardization prevents proliferation of non -approved
technologies, increases compliance with standards and
reduces the efforts required for proliferation and support of
technology. In  addition, there will be higher quality in
support for smaller number of applications.

e Overall benefits are lower Total Cost of Ownership (TCO),
higher reuse, and lower complexity. Still, the balance

Package

bet ween standards and userso6 d.ee€
OITC .
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2 STRATEGIC INITIATIVE S

This section discusses the initiatives that have been identified. Our strategic focus begins
with the Strategic Goals. The five strategic initiatives listed are then related to the
strategic goals.

Strategic Goal Strategic Initiative

1. Align technology efforts with E-Business 1 This initiative includes
business goals to provide support multiple elements including internal web
servicesto  County Government based applications, and internal operational
Agencies and  Branches. capability .

Customer Relations i Covering all aspects

of agency and branch relationships with
OITC, this includes communications,
customer service, service desk, feedback
mechanisms, and training needs of the
various budget entities.

2. Deploy technologies to County Enterprise IT Management I This
entities that will enhance initiative is focused on  enterprise IT and
government efficiency and improve OITC organization and governance. In
performance. addition , defining process, functional ramp -

up, and collaboration  at the enterpise level
are included.
Enterprise Architecture T Addressing the

need for planning in regards to architecture,
data, applications, and interoperability.

Business Continuity T In itself an initiative

in regards to the  capability to  support critical
business systems in the event of disruption

to normal business  processing. T his

initiative also encompasses otherrel ated
areas such as Disaster Recovery.

3. Enable and enhance citizen access E-Business i This initative i ncludes multiple
to government information and elements including exter  nal or citizen -facing
services. web based applications, and external

operational capability

In the f ollowing sections, each of the five major strategic initi atives is given greater
definition and includes further granulation into other programs or focus areas listed as
subordinate and referenced as actionable initiatives

OITC .
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2.1 E-BUSINESS

Prince GeCGounty®8s f oaoufist he
business of governmento
term E -government being replaced by the

term E -business. As stated above, this
initiative is concerned with leveraging the

power and utility of the Web and browser -
based applications to support fulltime

availab ility of citizen services and ease of
interaction with the County government.
Using these same capabilities to assist and

promote efficient and effective internal
services is also a focus  of this initiative.
Below are listed several actionable
initiatives subordinate to E ~ -business .

Enterprise Content Management / Document Management T A continuing initiative which is
concerned with automating and digitizing workflow and paper based processing.

Enterprise Video Services I This covers video conferencing as well as developing other
video based communication capabilities such as desktop video capabilities. Another facet
of this initiative is  the integration of information from different video sources.

Leverage Web and Web  Technology 1 This refers more and better access to the County
Government and government services through the Internet to communicate and engage
with the citizens of the County . Included are social software tools such as social networking
videocasts, blogs, and wikis as well as other tools. Internally, the County will be looking for
greater functionality and efficiencies through browser based applications and fully
exploiting collaborative tools such as SharePoint . It also refers to efforts to leverage the
award -wi nni ng capabil it i esCoonty iPthdGeagaphiG mformaie &pstem
(GIS) area to support Public safety, citizen services, and many other efforts with maps,

location pinpointing, along with building and area 3-dimensional layers .

Business Intelligence - The development and use of metrics to measure and manage
performance is a leading County strategic direction. OITC will be researching, analyzing
and applying technology to support the use of business analytics to produce more and
better decision support information.

OITC l
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2.2 ENTERPRISE IT MANAGEMENT

Recognizing the need for:

Effective oversight of techn ology

IT an d business alignment

Effective and efficient processes

A technology organization structured
to support the above

A realistic effort to research and develop
effective enterprise IT management is both
desirable and necessary. Below are listed
several areas of focus subordinate to
Enterprise IT management on which effort is
expected over the next 18 months.

Governance 1 Referring to formal high level processes and structures for IT strategic
planning, prioritization, decision mak ing and performance measurement ; this initiative will
enable business and IT synergy and enable effective collaboration regarding the best uses
of technology to support business needs.

Policies and Procedures 1 A continuing initiative involv  ing planning, writing, and organizing
documents t o deliver clear and  consistent information concerning procedures governing
administrative, project, operational, and core areas with regard to IT , and interactions with

IT, atthe enterprise level.

Management / __Functional Structure i This initiative has to do with regularly refining the
organizational structure and approach of OITC to meet the changing technology needs of
the County .

Cost Containment i An initiative that  has to do with applying technology to support cost
reductions as well  as finding ways to limit costs in the technology area.

Business Intelligence i Deriving decision support information through the use of
appropriate metrics, and analytics. This information is then presented in an easily
consumable format using graphics and dashboards.

OITC .
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2.3 BUSINESS CONTINUITY

The ability to maintain operations and
technology capabilities under any
circumstance is clearly a primary
initiative. As technology integrates more
closely with business, the continuing
efforts to identify and prepare for
unususal or sudden disruptions in normal
service is a major focus of technology.
Below are |listed several actionable
initiatives  that  fall under Business
Continuity.

Disaster Recovery Plan - Fully defining plans and developing testing procedures to allow
and facilitate recovery from any disaster that might interrupt technology services in the
County .

Create Knowledge Base i As part of a business continuity strategy, identifying and
maintaining both technical and institutional knowledge to allow us to bridge staff changes,

expand the ability to respond, and ha ndle disruptions;  a focus on creating a knowledge
base is a natur al extension of the planning process.

Operations Maintenance 1 Referring to the necessary efforts to anticipate, mitigate, and

plan for those events that can interrupt operational capabilities, this initiative is concerned

with p reventive maintenance. Wh ether equipment servicing, identifying future needs,
examining work  flow, or evaluating staff needs 0 the concept is to identify potential risk and
take action prior to any operational breakdowns.

Security T This initiative recognizes the continuing need fo r security, the challenges
inherent in maintaining security for th e enterprise, and the varied aspects of it. This would
include application or infrastruct  ure security, cyber security, and responsibility for regional
security for the National Ca  pital Region (NCR) initiatives among other challenges. The
focus is not only on  obvious issues such as  preventing viruses and unauthorized access, but
data protection, involvement in e -discovery and Freedom of Information Act (FOIA)
requests .

o P

Final 03/12/2010 14 G



Prince George & County Maryland
Technology Strategy Plan

2.4 CUSTOMER RELATIONS

Maintaining and developing the
relationships with IT customers and
consumers may be the single greatest
factor in effective technology support.
This initiative focuses on the integration of
business and technology --and the
elements that support OITC interaction
with our partners in County business.
Covering many elements of agency and
branch relationships with OITC, this
initiative  includes communications, service
desk and the liaison between OITC and
the business entities.

Communications i An area of continuing focus which touches on areas such as governance,
coordination, and timely exchange of information, a s well as | T and business alignment.
Identifying effective means of communication and supporting their usage is a key to how
effectively the  County can progress in services to its constituents supported by technology.

Service Desk i A primary point of interaction between OITC and the business units, the
ability to quickly respond to requests for service (24x7 availability) , and provide problem
resolution is a major factor in providing technology suppor  tforthe County . Itisalso one of
the main factors in  the perception of technology and the relationship between technology
and the business entities.

Business Liaisons and  Business Analysis 1 The most effective technology interaction and

support begins  with understanding the business process and the business need. Touching

on areas such as business analysis, organizational change management, and workflow this

initiative will look at procedures both internal to IT as well as the external business entitie S.
OITC .
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2.5 ENTERPRISE ARCHITECTURE

Addressing the need for planning in

regards to architecture, data, applications,

and interoperability ; t his initiative is about

creating a coherent approach to the st

structure of technology in the County that

considers all aspects of technology 0

solutions . What are the needs now and in s

the future, what steps are needed to get = aA
there, what changes are suggested in Mvv");‘:. L
structure, resources, hardware, data e LR e

handling capabilites, and how do we |

incorporate the best of technology to suit

our needs

Below are several actionable initiatives

subordinate to Enterprise Architecture  on

which focus is expected over the next 18

months.

Architectural _Standardization and Interoperability T This initiative is about ensuring that our
approach to architecture allows for ease of communication, data transfer and
interop erability throughout the County , within the region and the state, and with the

residents of the  County .

Technology Re newal Update applications and data in general by assessing, planning, and
acting. Replace in specific instances as needed or planned . One major commitment under
technology renewal is the Enterprise System Replacement initiative and moving to an ERP
package . Investigate and fully exploit developing technology such as mobile
computing/mobile apps, cloud computing, and remote/virtual deskt op. Examine the effect
that changes would have on long term plans for computing platforms.

Asset Management 1 A continuing focus on basic productivity tools supported by hardware
that meets the individuals needs is paramount. With a focus on equipment acquisition,
ordering, and refresh, along with a managing and maintaining software license compliance,
Asset Manag ement becomes a base for much of what technology can accomplish.

Infrastructure Transformation I This includes examining hardware infrastructure for
suitability now and in the future, considering where we need to be in the future and what

steps are needed now to allow us to get there. Details might include Telecomm, network,
voice and | -Net upgrades. It w ould also include hardwa re (i.e., servers, switches), as well
as areas such as wireless computing and voice over Internet  protocol (VOIP). Other
aspects of infrastructure  transformation  will include areas such as Green computing , which
is an environmentally  friendly and cost effective approach to technology , and Unified

Communications which has to do with carrying digital information on a unified
infrastructure.

OITC l
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3 MANAGEMENT MODELS

3.1 ENTERPRISE IT OPERATING MODEL
3.1.1 Overview of the IT Operating Model

Information Technology (IT) is a critical component of the Enterprise Business Architecture.

IT is defined for the purposes of this document to include software applications,
information, interoperability mechanisms, and technology infrastructure as well as the
processes, people and knowledge required to manage them.

The IT Operating Model is a big -picture view of how the County will manage |nformation
Technology. Its primary elements are a high -level IT Management Process model, a high -
level Enterprise IT Architecture model, and the relationship between these and the core

service processes of the County . This high -level model serves as a holistic framework
within which we can define inter -related aspects of strategically managing IT, such as the

IT gov ernance model, organization, processes (and other mechanisms necessary to execute

the strategy as well as to continuously adapt it, and develop the capabilities to build and

run that architecture as it evolves).

o0

IT Management Proces

Operate & Control &
Sustain IT | Manage IT
Solutions Operations

IT Architecture

Software / Applications

Middleware / Interoperability
Information / Data

Technology / Infrastructure

A business-aligned IT Management Process structures and applies I T
resources in a way that best satisfies strategic and core process requirements.
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